
 
 

 

 

 

 

  

 

AAppendiix A - Texxt of Provvisions RRespectinng Electrronic Traading 

TThe Universsal Market Integrity Ruules are her eby amendded as follows: 

11.	 Rule 1.1 is amennded by addding the foollowing deefinition of “Electronicc Trading Ruules”: 

“Electroonic Tradding Ruless” means National IInstrumentt 23-103 EElectronic 
Trading aas amendedd, supplemmented and in effect froom time to time. 

22.	 Rule 1.2 is amennded by: 

(a)	 deleting the word ““and” at thee end of claause (b); 

(b)	 renumbeering clausee (c) of subssection (1) as clause (dd), and 

(c)	 inserting the following as clausse (c) of subsection (1): 

(c) 	deefined or innterpreted in the Elecctronic Traading Ruless has the mmeaning 
asscribed to itt in that National Instrrument. 

33.	 Rule 7.1 is amennded by addding the foollowing suubsections: 

(6) 	Nootwithstandding any oother provvision of thhis Rule, a  Participannt or an 
Acccess Persoon shall addopt, docuument andd maintain a systemm of risk 
mmanagemen t and suupervisory controls, policies  and proocedures 
reeasonably ddesigned, i n accordannce with prudent bussiness pracctices, to 
ennsure the managemeent of thee financial,  regulatorry and othher risks 
asssociated  wwith: 

(a))	 access to one or mmore markeetplaces; annd 

(bb) 	if app licable, thee use by thee Participannt, any cliennt of the Participant 
or thee Access Perrson of an aautomated order systeem. 

(7)	 A PParticipant may, on a reasonablee basis:  

(aa) 	authorize an inveestment deealer to perrform on itss behalf thee setting 
or adjjusting of aa specific ri isk manageement or suupervisory control, 
policyy or procedure; or 

(bb) 	use thhe services oof a third pparty that p rovides riskk managemment and 
supervvisory conttrols, policiees and proccedures. 

(8) 	Ann authorizzation oveer the settting or aadjusting oof a speccific risk 
mmanagemen t or supervvisory contrrol, policy or proceduure or retainning the  
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seervices of aa third paarty under subsectionn (7) must be in a written 
aggreement wwith the invvestment deealer or thirrd party thaat; 
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(bb) unless s the auth horization is to an  i investment t dealer th hat is a 
Partici ipant, prec cludes the authorizati ion to the investmen nt dealer 
over t the setting g or adjust ting of a s specific ris k managem ment or 
superv visory cont trol, policy or proced ure respec ting an acc count in 
which h the invest tment deal er or a rela ated entity of the inv vestment  
dealer r holds a d direct or ind direct inter rest other t than an int terest in  
the co ommission charged on n a transac ction or rea sonable feee for the  
admin nistration of f the accou unt; and 

(cc) preclu udes the u use of a third party y unless t the third party is  
indep endent of e each client of the Part ticipant oth her than aff iliates of 
the Paarticipant. 

(9) A PParticipant shall forthwwith notify the Markett Regulatorr: 

(aa) 	upon entering innto a writteen agreemeent with ann investmennt dealer 
or thirrd party desscribed in ssubsection (8), of: 

(i) 	 the name oof the invesstment dealer or third party, and 

(ii)	 the contaact informaation for thhe investmment dealerr or the 
third partyty which wwill permit tthe Markett Regulatorr to deal 
with the investmennt dealer or third pparty immmediately 
following the entry of an ordeer or execuution of a ttrade for 
which thee Market RRegulator wwants addittional inforrmation; 
and 

(bb) of any change in the information descrribed in cla use (a). 

(10) Thhe Participant shall revview and coonfirm: 

(aa)	 at leas t annually tthat: 

(i)	 the risk mmanagemennt and supeervisory conntrols, poli cies and 
procedurees under suubsection (66) are adeq uate, 

(ii)	 the Particiipant has mmaintained and consisstently appplied the 
risk manaagement aand supervvisory conttrols, policcies and 
procedurees since thee establishmment of thee controls, policies 
and proceedures or thhe date of tthe last annnual review,, and 
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(iii)	 any deficciency in tthe adequaacy of a control, policy or 
proceduree has been documenteed and promptly remeedied; 

(bb) 	if the Participantt has authoorized an investment dealer to perform 
on its behalf the setting or adjusting oof a specificc risk manaagement 
or suppervisory coontrol, poliicy or proceedure or reetained the services 
of a tthird party,, at least a nnually byy the annivversary datee of the 
writteen agreeme nt with thee investmennt dealer orr third partyy that: 

(i) 	 the risk mmanagemennt and supeervisory conntrols, poli cies and 
procedurees adopted  by the invvestment deealer or third party 
under subbsection (6)) are adequuate, 

(ii)	 the investtment dealer or thirdd party haas maintainned and 
consistenttly applied  the risk mmanagemennt and suppervisory 
controls, ppolicies andd procedurres since thhe establishhment of 
the controols, policiess and proceedures or tthe date off the last 
annual revview, and 

(iii)	 any deficciency in tthe adequaacy of a control, policy or 
proceduree has beenn documennted by thhe Participaant and 
promptly remedied by the inveestment deealer or thirrd party, 
and 

(iv) 	 the investtment dealer or third party is inn compliannce with 
the written agreement with thee Participan t. 

44.	 Rule 7.11 is ameended by: 

(a)	 inserting in the title the words “ and Corrrection” aftter the wordd “Cancellaation”; 

(b)	 insertingg in clause ((b) the phraase “or corrected” immmediately ffollowing thhe word 
“varied”;; 

(c) 	 deleting clause (d) aand insertinng the folloowing clausses: 

(d)	 with the prior conseent of thee Market Regulator, if the variation, 
caancellation or correction would be necessaary to correect an errorr caused 
byy a system or technological malffunction off the markeetplaces sysstems or 
eqquipment or causedd by an individual acting oon behalf of the 
mmarketplace;; or 

(e)	 with notice tto the Mar ket Regulattor immediiately followwing the variation, 
caancellation or correction of the ttrade in suuch form annd mannerr as may 
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bee required bby the Marrket Regulattor and succh notice shhall be giveen, if the 
vaariation, canncellation oor correctioon is made: 

(i))	 prior tto the settleement of thhe trade, byy: 

(A) 	 the markeetplace on which thee trade waas executedd at the 
request off a party too the trade and with thhe consentt of each 
Participan t and Accesss Person thhat is a parrty to the traade, or 

(B) 	 the clearinng agency through wwhich the traade is or wwas to be 
cleared annd settled, aand 

(ii) after tthe settlemment of thee trade, by each Partiicipant andd Access 
Personn that is a pparty to thee trade. 

55.	 Part 10 is amended by addding the fol lowing as RRule 10.17::  

Gatekeeeper Obliggations wiith Respecct to Electtronic Traading 

(1) 	A Participantt that has, uunder Rule 7.1, authoorized an investment ddealer to 
peerform on its behalf the settting or aadjusting oof a speccific risk 
mmanagemen t or supervvisory contrrol, policy oor proceduure or the pprovision 
off risk managgement or supervisorry controls,, policies annd proceduures to a 
thhird party shhall forthwiith report too the Market Regulatoor the fact tthat: 

(aa) 	the wwritten agreeement witth the inveestment deealer or thi rd party 
has beeen terminaated; or 

(bb) 	the Paarticipant k nows or haas reason to believe t hat the invvestment 
dealerr or third pparty has failed to proomptly rem edy any deeficiency 
identiffied by the Participantt. 

TThe Policiess to the Universal Markket Integrityy Rules are hereby ammended as f ollows: 

11.	 Part 1 of Policy 7.1 is amennded by: 

(a)	 replacingg at the start of the seventh paraagraph the wword “Wheere” with thhe word 
“When”;; 

(b) 	 deleting in the sev enth paraggraph the pphrase “(foor example by a client with a 
systems interconneect arrangement in accordanc ce with Poolicy 2-501  of the 
Toronto Stock Exchange)”; 

(c) 	 adding aat the end of the thirdd bullet of the eight paragraph the phrasee “other 
than a client requireed to use thhe “short-mmarking exeempt” desiggnation” ; aand 
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(d) 	 deleting at the end of the foourth bulleet of the eeighth paraagraph thee phrase 
“(unless the tradinng system of the Paarticipant restricts trading activvities in 
affected securities”.. 

22. Part 22 of Policy 7.1 is amennded by: 

(a)	 deleting the phrasees “Participants are reminded thaat”, “the entry of”, annd “(For 
example, for Partiicipants thhat are Paarticipating Organizattions of the TSE, 
referencee should bbe made too the Policyy on “Connection of Eligible Clients of 
Participa ting Organnizations)”; and 

(b) 	 adding the word “eentered” immmediately before the phrase “mmust complyy”. 

33. Part 3 of Policcy 7.1 is aamended inn respect of the tabble of Miniimum Commpliance 
Proceedures for TTrading Supervision UUMIR and Poolicies by: 

(a)	 adding reference to “Electroonic Accesss to Marrketplaces”,, “Rule 7..1” and 
“Securities Legislation” and asssociated coompliance review proccedures; 

(b) 	 amendinng the term “restrictedd list” to “reestricted se curity”; 

(c) 	 amendinng the term “firm restrricted list” tto “firm tradding restricction”; and 

(d) 	 deleting references to Rule 7.8 and Rulee 7.9 and ssubstitutingg referencee to Rule 
7.7 in reggard to “restricted issuues”. 

44. Policy 7.1 is furtther amendded by adding the following Partts: 

Part 7 –– Specific Provisions Applicabble to Elecctronic Acccess 

Trading supervision related to electroonic accesss to markketplaces mmust be 
performeed by a Parrticipant orr Access Peerson in acccordance wwith a docuumented 
system oof risk mannagement aand supervvisory cont rols, policiees and proocedures 
reasonabbly designeed to ensuree the manaagement off the financcial, regulattory and 
other riskks associateed with elecctronic acceess to markketplaces. 

The riskk managemment and supervisory controlls, policiess and proocedures 
employeed by a Partticipant or AAccess Persons must innclude: 

	 auutomated ccontrols to examine eaach order bbefore entryy on a marketplace  
too prevent thhe entry of aan order wwhich wouldd result in:  

	  the Paarticipant oor Access PPerson exceeeding pre-determineed credit  
or cappital threshoolds, 
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	  a cliennt of the Paarticipant exxceeding ppre-determined credit or other 
limits assigned bby the Particcipant or too that clientt, or  

	  the Paarticipant, AAccess Person or client of the Parrticipant exxceeding  
pre-deetermined llimits on thhe value or volume of unexecute d orders 
for a pparticular seecurity or cclass of secuurities; 

	 pprovision too prevent the entry off an order tthis is not in compliannce with  
RRequiremennts; 

	 pprovision of immediatte order annd trade infformation tto compliannce staff  
oof the Particcipant or Acccess Person; and  

	 rregular post-trade monitoring forr compliancce with Reqquirementss. 

A Participant or Acccess Personn is responnsible and accountab le for all fuunctions 
that theyy outsourcee to a servvice provid er as set oout in Part 11 of Commpanion 
Policy 31-103CP Reggistration RRequirementts and Exemmptions. 

Supervisory and co mpliance mmonitoring procedurees must be designed tto detect 
and prevvent accounnt activity that is or may be a vio olation of Reequirementts which 
includes applicablee securitiess legislationn, requiremments of aany self-reggulatory 
organizaation appliccable to thee account aactivity andd the rules aand policiees of any 
marketplace on whhich the acccount activvity takes place. Thesee procedurres must 
include “post-ordeer entry” ccompliancee testing eenumeratedd under Paart 1 of 
Policy 7.1 to detectt orders thaat are not inn compliannce with specific rules,, and by 
addressinng steps too monitor ttrading actiivity, as proovided undder Part 5 oof Policy 
7.1, of aany person who has multiple acccounts, wwith the Parrticipant annd other 
accountss in which the persoon has an interest orr over whicch the perrson has 
directionn or control. 

Part 8 –– Specific Provisions Applicabble to Auttomated OOrder Systtems 

Trading supervisionn by a Participant or r r Access Peerson mustt be in acc  ordance 
with a ddocumenteed system of risk mmanagemennt and suppervisory ccontrols, 
policies aand proceddures reasoonably desiggned to ennsure the mmanagemennt of the 
financial,, regulatorry and otheer risks asssociated wiith the usee of an auttomated 
order syystem by the Particiipant, the Access Peerson or any client of the 
Participa nt. 

Each Participant oor Access Person must have a level of knowleddge and 
understaanding of any autommated ordeer system uused by thhe Participaant, the 
Access PPerson or aany client of the Parrticipant thhat is sufficcient to al low the 

IIROC Notice 12--0363 – Rules NNotice – Notice oof Approval – UUMIR – Provisionns Respecting EElectronic Tradinng 



y

 

 

 

 

 
 

 

Participa nt or Accesss Person too identify and managee the risks aassociated wwith the 
use of the automateed order system.   

The Partiicipant or AAccess Persoon must ennsure that eevery autommated orde r system 
used by the Participant, the Access Perrson or anny client off the Particcipant is 
tested inn accordancce with pruudent businness practicces initiallyy before usee and at 
least annnually thereeafter. A wwritten recoord must bbe maintainned with ssufficient 
details too demonstrrate the testting of the automatedd order systtem underttaken by 
the Partiicipant, Access Person and anyy third parrty employed to provvide the 
automated order system or rrisk management or ssupervisoryy controls, policies 
and proccedures. 

The scoppe of approopriate ordder and tradde parameeters, policies and proocedures 
should bbe tailored to the strategy or strrategies beiing pursued by an auutomatic  
order sysstem with ddue considderation to the potenttial market  impact of defining 
such parrameters tooo broadly  and in anyy event muust be set so as not too exceed 
the markketplace th resholds appplicable too the markeetplace on  which the order is 
entered or would ootherwise  eexceed the limits pubblicly discloosed by thee Market 
Regulatoor for the exxercise of tthe power oof a Marke t Integrity Official undder Rule 
10.9 of UUMIR.    

The Marrket Regulaator expect s the risk mmanagemeent and supervisory ccontrols,
policies and procedures to ccomply witth the Elecctronic Tradding Rules  and be
reasonabbly designeed to preve nt the entryy of any orrder that wwould interfere with
fair and orderly maarkets. Thiss includes  adoption oof compliannce proceddures for
trading bby clients, iif applicable, containing detailedd guidance on how teesting of
client ordders and trrades is to  be conducted to ensuure that pr ior to engaagement
and at leeast annuaally thereaftter, each aautomated order syst tem is satissfactorily
tested asssuming various markket conditioons.  In adddition to reggular testinng of the
automated order syystems, preeventing in terference with fair annd orderly markets
requires development of pree-programmmed intern al parametters to preevent or
“flag” with alerts onn a real-timme basis, thee entry of oorders and eexecution oof trades
by an auutomated o rder systemm that exceeed certain volume, orrder, price or other
limits.  

 
 
 
 
 
 
 
 
 
 
 
 

Each Parrticipant or Access Perrson must hhave the abbility to im mediately override
or disabble automaatically anyy automateed order ssystem andd thereby prevent 
orders generated bby the autoomated ordder system  from beinng entered on any  
marketplace. 

Notwithsstanding anny outsourccing or aut horization over of riskk managemment and 
supervisiion controls, a Particippant or Acccess Personn is respon sible for anny order 
entered or any tradde executed on a maarketplace, including aany order or trade 

IIROC Notice 12--0363 – Rules NNotice – Notice oof Approval – UUMIR – Provisionns Respecting EElectronic Tradinng 



 
 

 

resultingg from the improper operation oor malfuncction of thee automateed order 
system. This respoonsibility inncludes insttances in wwhich the mmalfunction which 
gave risee to a “runaaway” algo rithm is atttributed to an aspect oof the algorithm or 
automated order syystem that was not ““accessible”” to the Paarticipant or Access 
Person foor testing. 
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